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HIGH COURT HEARS ARGU-

MENTS IN GPS SURVEIL-

LANCE CASE 
On November 8, the U.S. Supreme Court heard 

oral arguments in U.S. v. Jones, No. 10-1259, which 

addresses whether and when the use of a GPS de-

vice installed on a car is a Fourth Amendment 

“search.” According to the New York Times,1 the 

Court’s decision “will bring Fourth Amendment law 

into the digital age, addressing how its 18th century 

prohibition against ‘unreasonable searches and sei-

zures’ applies to a world in which people’s move-

ments are continuously recorded by devices in their 

cars, pockets and purses, by toll plazas and by 

transit systems. “The Jones case will address not 

only whether the placement of a space-age tracking 

device on the outside of a vehicle without a warrant 

qualifies as a search, but also whether the intensive 

monitoring it allows is different in kind from conven-
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tional surveillance by police officers who stake out 

suspects and tail their cars.”   

   The following is the summary of the case writ-

ten by Dan Schweitzer, Supreme Court Counsel for 

NAAG.   

Federal agents installed a global positioning sys-

tem (GPS) tracking device on respondent’s car, and 

then monitored the car’s movements for 28 days.  At 

issue are (1) whether, as the D.C. Circuit held, “the 

warrantless use of a tracking device on respond-

ent’s vehicle to monitor its movement on public 

streets violated the Fourth Amendment”; and (2) 

“[w]hether the government violated respondent’s 

Fourth Amendment rights by installing the GPS 

tracking device on his vehicle without a valid war-

rant and without his consent.”  The FBI and local 

police suspected that respondent Antoine Jones was 

involved in selling and distributing drugs.  In addi-

tion to observing him in traditional ways, the agents 

obtained a warrant from a federal judge in D.C. au-

thorizing them to covertly install and monitor a GPS 

tracking device on Jones’ Jeep Grand Cherokee.  The 

warrant authorized the agents to install the device 

within 10 days of the warrant’s issuance and only 

within DC.  The agents installed the device 11 days 

later and in Maryland.  Over the course of the next 

month, the GPS device showed, among other things, 

that Jones’ Jeep was in the vicinity of a suspected 

stash house in Fort Washington, Maryland.  Agents 

later obtained search warrants through which they 

found various pieces of evidence in the Jeep and at 

the stash house.  A jury convicted Jones of a drug 

charge, and the court sentenced him to life impris-

onment.  The D.C. Circuit reversed.  615 F.3d 544.   

The D.C. Circuit distinguished United States v. 

Knotts, 460 U.S. 276 (1983), a case in which police 

officers, without a warrant, installed an electronic 

beeper in a container of chemicals that was later 

placed in a car.  Officers used the beeper to assist in 

their visual surveillance of the car.  The Knotts Court 

held that the defendant had “no reasonable expec-

tation of privacy in his move-ments from one place 

to another” as he traveled on public roads.  The D.C. 

Circuit observed, however, that Knotts dealt only 

with a “discrete journey” of about 100 miles, and 

that the Court in Knotts expressly reserved whether 

a warrant would be needed before police could en-

gage in “twenty-four hour surveillance.”  The D.C. 

Circuit then concluded that Jones had a reasonable 

expectation of privacy in his movements on the 

road, even though the roads are public:  “the whole 

of a person’s movements over the course of a 

month is not actually exposed to the public because 

the likelihood a stranger would observe all those 

movements . . . is essentially nil.”  Nor did it matter, 

ruled the court, that each individual movement by 

Jones on the road is exposed to the public.  Applying 

a “mosaic” theory, the court stated that “[p]rolonged 

surveillance reveals types of information not re-

vealed by short-term surveillance, such as what a 

person does repeatedly, what he does not do, and 

what he does ensemble,” which can “reveal more 

about a person than does any individual trip viewed 

in isolation.” 

The United States argues that the D.C. Circuit’s 

ruling conflicts with Knotts and its reasoning that 

persons have no legitimate expectation of privacy 

when they are on the public roads, and that the po-

lice are permitted to use technology to enhance 

their viewing of what transpires in public.  The Unit-

ed States also points to United States v. Karo, 468 

U.S. 705 (1984), which held that “months-long 

tracking” of a car aided by a tracking device was not 

a search under the Fourth Amendment.  (Jones ar-

gues that Karo is distinguishable because, as in 

Knotts, the tracking device merely made it easier for 

officers to engage in actual visual surveillance.)  The 

United States also disputes the “mosaic theory” 

adopted by the D.C. Circuit, saying it has no support 

in Supreme Court precedents and it “gives no guid-

ance to law enforcement officers about when a war-

rant is required.”  In his response, Jones defends 

the D.C. Circuit’s reasoning and additionally argues 

that the initial installation of the GPS device on his 

Jeep violated the Fourth Amendment.  On the latter 
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point, Jones cites to Judge Kavanaugh’s opinion dis-

senting from the denial of rehearing en banc, which 

stated that the Fourth Amendment “protects proper-

ty as well as privacy,” and that the key question “is 

whether the police’s installation of a GPS device on 

one’s car is an ‘unauthorized physical encroach-

ment within a constitutionally protected area.’” 

1 “Court Case Asks if ‘Big Brother’ is Spelled GPS” by Ad-

am Liptak, published in the N.Y. Times on September 10, 

2011.  

 

 A MUST-HAVE FOR CY-

BERCRIME PROSECUTORS 

 Those of you dealing with digital evidence, 

take note:  probably the only reference book you will 

need is now available.  “Cyber Crime and Digital Evi-

dence: Materials and Cases,” written by Professor 

Thomas Clancy, Director of the National Center for 

Justice and the Rule of Law, has just been published 

by LexisNexis.  The book provides the legal frame-

work and context for the comprehensive caselaw 

that it covers.  Included in the 20 chapters of this 

new book are such topics as 1) Obtaining Digital Evi-

dence; 2) Fourth Amendment Applicability: “Inside 

the Box;” 3) Competing Views of the Nature of Digi-

tal Evidence Searches; and 4) Warrants for Digital 

Evidence:  Particularity Claims and Broad Seizures.  

The book, ISBN 9781422495995, is available at 

LexisNexis, Amazon and many other sites for $79.  A 

great use for that gift card you got for Christmas or 

Chanukah!         

 

ATTORNEYS GENERAL 

FIGHTING CYBER CRIME 
 

MULTI-STATE 

 The National Association of Attorneys Gen-

eral (NAAG) sent a letter signed by 54 Attorneys 

General urging Congress to reject the Mobile Infor-

mational Call Act of 2011 (H.R. 3035), a bill which 

would amend the Telephone Consumer Protection  

Act (TCPA) and allow debt collectors and other busi-

nesses to robocall consumers on their cell phones.  

The bill would also exempt state laws regulating junk 

faxes, unsolicited text messages, Do Not Call regis-

tries and automated calls.  The letter describes the 

harmful implications the legislation will have on con-

sumers, including the concern that it would shift the 

cost of unwanted calls – such as debt collection and 

marketing calls – to consumers, placing a greater 

burden on low-income consumers who cannot afford 

to pay.  The bill would also increase the number of 

robocalls to cell phones from businesses and chari-

ties.  Instead, the Attorneys General propose that 

Congress make “two small but significant changes” 

to the TCPA: protect consumers’ privacy by clarifying 

that prior express consent to robocalls must be ob-

tained in writing; and eliminate any suggestion from 

the TCPA that state statutes regulating interstate 

telephone and fax harassment are preempted.  A 

copy of the NAAG letter is available at http://

www.naag.org/sign-on_archive.php.        

 

ARKANSAS 

 Attorney General Dustin McDaniel’s Cyber 

Crime Unit agents arrested Bryan Holmes at his 

home, charging him with 20 counts of possession of 

child pornography, a Class C felony. The agents exe-

cuted a search warrant at the home and seized sev-

eral computers and digital devices. Multiple images 

depicting sexual abuse of a child were found during 

an analysis at the Unit Forensic Lab.  The Alma Po-

lice Department and Crawford County Prosecutor’s 

Office assisted with the investigation.     

 

CALIFORNIA 

 Attorney General Kamala Harris announced 

the creation of the eCrime Unit, which is charged 

with identifying and prosecuting identify theft and 

cyber crimes, as well as other crimes involving the 
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use of technology.  The Unit, which is comprised of 

20 prosecutors and investigators, will provide sup-

port to five regional high tech task forces funded 

through the High Technology Theft Apprehension 

and Prosecution Trust Fund Program and provide 

coordination for out-of-state technology crime inves-

tigation requests. The Unit will also develop and pro-

vide training for law enforcement, prosecutors, the 

judiciary and the public on cyber safety and the im-

portance of good information security practices.   

 

CONNECTICUT    

 Attorney General George Jepson’s Office 

closed its investigation into Staples, Inc. based on 

concerns about the sale of used and refurbished 

computers in the state  The company had taken 

steps to address the concerns by changing the pro-

cess it uses to clear the hard drives of personal in-

formation from previous owners. That process seeks 

to prevent even specialized software from accessing 

information from any previous user. Afterward, a 

store manager inspects the computer, verifies its 

status and signs a sticker placed on the box, stating 

that the product has been used previously and is 

reset to its original factory settings. Assistant Attor-

ney General Matthew Fitzsimmons handled the mat-

ter. 

 

DELAWARE 

 Attorney General Beau Biden’s Child Preda-

tor Task Force arrested Gerald Cox on 20 counts of 

dealing in child pornography.  Task Force members 

had executed a search warrant at an address based 

on information that an adult was posing as a juve-

nile and exposing himself.  When questioned, Cox 

admitted posing as a juvenile and that he had been 

arrested in New Jersey for lewdness.  The Task 

Force seized three computers, digital media and 

printouts of pornographic images. for later examina-

tion.  The Task Force will also collaborate with New 

Jersey law enforcement. 

 

ILLINOIS 

 Attorney General Lisa Madigan’s Office’s Op-

eration Glass House, a statewide initiative aimed at 

cracking down on the worst child pornography of-

fenders, obtained its first arrest for predatory crimi-

nal sexual assault and production of child pornogra-

phy.  Randy Bazer is charged with 12 Class X offens-

es, including six counts of predatory criminal sexual 

assault of a child, each punishable by six to 60 

years imprisonment, and six counts of aggravated 

child pornography, each punishable by six to 30 

years imprisonment.  Attorney General Madigan’s 

investigators executed a search warrant at Bazer’s 

residence, with assistance from the Rock Island Po-

lice Department and Rock Island County State’s At-

torney. 

 

KENTUCKY 

 Attorney General Jack Conway announced 

the guilty plea in federal court of Andrew Edwards, 

who sent child pornography to Attorney General Con-

way’s Consumer Protection Division, as well as to 32 

other addresses, including the political action com-

mittees of several political figures and media out-

lets.  Edwards sent an email from the United Ken-

tucky Liberation Front containing 12 image files, 

seven of which contained images of children and 

five of which contained adult pornography.  Edwards 

admitted searching the Internet for the images and 

said he attached them to get his email noticed.  He 

faces a maximum of five years in prison, a $25,000 

fine and supervised release for three years. 

 

LOUISIANA 

 Attorney General Buddy Caldwell’s High 

Technology Crime Unit arrested Christopher Periou 

on child pornography charges.  The arrest resulted 

from a joint investigation involving the Unit, the Ba-

ton Rouge Sheriff’s Office, the Baton Rouge Consta-

ble’s Office and Homeland Security Investigations.      
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MASSACHUSETTS 

 Attorney General Martha Coakley partnered 

with several community colleges in the state to cre-

ate a computer forensics career program for veter-

ans to help them find employment.  The program will 

be offered at Bunker Hill, Bristol and Middlesex 

Community Colleges.  In addition, Attorney General 

Coakley‘s Office created internship opportunities for 

participating veterans to give them hands on experi-

ence working in a certified law enforcement cyber 

forensics lab that is partnered with Attorney General 

Coakley’s Computer Forensics Lab. Program partici-

pants can work towards an Associate’s Degree or 

workforce or career certificate that can be complet-

ed in as little as 18 months.   

 

MISSISSIPPI 

 Attorney General Jim Hood’s Office won a 

federal grant extension and increase of $267,989 

to help fund its Internet Crimes Against Children 

(ICAC) Cyber Crime Unit. The total federal grant 

funds to date for the Unit are $515,635. 

 

NEBRASKA 

 Attorney General Jon Bruning announced 

that Eric Bass was sentenced for 20 years in prison 

for four counts of possession of child pornography 

and five years for one count of third degree sexual 

assault of a child.  The sentence stems from an in-

vestigation by state and local law enforcement after 

two 13-year-old girls reported receiving lewd photos 

from Bass’ cell phone.  During execution of a search 

warrant at Bass’ home and office, law enforcement 

found numerous sexually explicit images and videos 

of minors.  Bass pleaded no contest.  The case was 

handled by Assistant Attorney General Jeff Gaertig.   

 

NEW MEXICO 

 Attorney General Gary King’s Office will pros-

ecute Christopher White, who has been indicted on 

charges including sexual exploitation of children by 

prostitution and attempted human trafficking. White 

was arrested during an undercover operation involv-

ing the Albuquerque Police Department Vice Unit, 

the State Police and the FBI after he arranged to 

have sex with what he believed to be a 15-year-old 

girl in Las Vegas. A Police Department detective was 

actually behind the Internet ad answered by White.  

White is being prosecuted by Assistant Attorney Gen-

eral Sharon Pino.  He faces up to three years’ incar-

ceration and up to $5,000 in fines on each of two 

third degree felonies.  Additionally, he is charged 

with Misdemeanor Resisting, Evading or Obstructing 

an Officer, carrying a penalty of less than one year 

imprisonment and/or a $1,000 fine.   

 

OHIO 

 Attorney General Mike DeWine joined 

Coshocton County Prosecutor Jason Given to an-

nounce that Todd and Jessica Steinhaus pleaded 

guilty to felony charges for running a Craigslist ticket 

scam that netted more than $200,000 and 

scammed hundreds of victims in 36 states and Can-

ada.  The couple posted thousands of Craigslist ads 

using fake names and email addresses and claiming 

to sell tickets to top sporting events and concerts.  

The couple pocketed the payments and never sent 

any tickets.  A cooperative investigation by Attorney 

General DeWine’s Economic Crimes Division includ-

ed the Brooklyn Heights and Mount Vernon Police 

Departments, the Coshocton Sheriff’s Office and At-

torney General DeWine’s Bureau of Criminal Investi-

gation.  Investigators discovered that Todd Stein-

haus was an unregistered sex offender who was us-

ing a fake name to avoid outstanding felony war-

rants in Michigan.  County Prosecutor Givens re-

quested Economic Crimes Division attorneys serve 

as special prosecutors in the case.  Todd Steinhaus 

pleaded guilty to engaging in a pattern of corrupt 

activity (a felony of the first degree), having weapons 

while under disability and failing to register as a sex 

offender (both felonies of the third degree) and fac-

es a maximum of 17 years in prison.  Jessica Stein-

haus also pleaded guilty to engaging in a pattern of 

corrupt activity and faces a maximum of 11 years in 
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prison. 

            

OKLAHOMA 

 Attorney General Scott Pruitt’s investigators 

joined the State Bureau of Investigation Internet 

Crimes Against Children (ICAC) Unit, Okmulgee Coun-

ty Sheriff’s deputies and District 25 District Attor-

ney’s investigators to conduct a child pornography 

raid resulting in the arrest of John McAlister.  McAl-

ister was charged with aggravated possession and 

distribution of child pornography and violation of the 

State Computer Crimes Act.  A search warrant was 

executed, and several pieces of computer equip-

ment were seized for later forensic examination.  

However, an on-site examination revealed more than 

100 child pornography images.   

 

PENNSYLVANIA 

 Attorney General Linda Kelly’s Child Predator 

Unit agents arrested Randy Sailer, who is accused of 

using Internet chat rooms to sexually proposition 

what he believed was a 13-year-old girl, as well as 

sending pornographic videos to the “girl,”  who was 

actually a Unit undercover agent. The Reading Bar-

racks of the State Police assisted with the arrest.  

Agents also executed a search warrant and seized 

two computers, data storage devices and a cell 

phone, which will be analyzed by Attorney General 

Kelly’s Computer Forensics Unit. Sailer is charged 

with two counts of unlawful contact with a minor and 

one count of criminal use of a communications facil-

ity, all third degree felonies each punishable by up 

to seven years in prison and $15,000 fines.  The 

case will be prosecuted by Deputy Attorney General 

Christopher Jones of the Unit.   

 

SOUTH CAROLINA 

 Attorney General Alan Wilson announced that 

Jamie Busbee was arrested in an Internet predator 

case handled by the Aiken County Sheriff’s Office, a 

member of Attorney General Wilson’s Internet 

Crimes Against Children (ICAC) Task Force. Busbee 

was arrested on two counts of Criminal Solicitation 

of a Minor, a felony punishable by up to 10 years 

imprisonment on each count, and one count of Dis-

semination of Obscene Material to a Minor, a felony 

punishable by up to 10 years imprisonment.  The 

Lexington County Sheriff’s Office, also a Task Force 

member, assisted with the case.  Arrest warrants 

allege that Busbee solicited sex from underage girls 

over the Internet and also emailed nude photos of 

himself to them. Parents of one of the victims dis-

covered the evidence and contacted the Aiken Coun-

ty Sheriff’s Office.  The case will be prosecuted by 

Attorney General Wilson’s Office.     

 

TEXAS 

 Attorney General Greg Abbott’s officers, act-

ing on a cyber tip from the National Center for Miss-

ing and Exploited Children, executed a search war-

rant at Alain Liszt’s home, during which Liszt admit-

ted to downloading child pornography and to paying 

for child pornography sites.  Officers found a desk-

top computer and several hard drives and conduct-

ed a forensic exam, finding thousands of images 

and more than 1,000 videos of child pornography.  

Liszt was arrested and charged with two counts of 

receipt of child pornography and one count of pos-

session of child pornography, to which he pled 

guilty.  The Pearland Police Department also partici-

pated in the investigation, and the case was prose-

cuted by Assistant U.S. Attorney Robert Stabe as 

part of Project Safe Childhood.  Liszt has been sen-

tenced to 97 months in prison, after which, as a 

Mexican national, he will be deported. 

 

UTAH 

 Attorney General Mark Shurtleff’s Office filed 

20 second-degree felony counts of sexual abuse of 

a minor against Shawn Whiting, a hospital registrar, 

for allegedly producing child pornography.  Investi-

gators with the state Internet Crimes Against Chil-

dren (ICAC) Task Force found photos of several male 

victims who appear to be about eight to 10 years 
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old, but have only identified one boy to date and are 

trying to find the other victims. If convicted, Whiting 

could face one to 15 years in prison.        

 

VERMONT 

 Attorney General Bill Sorrell announced that 

Robert Gingras was charged with four misdemeanor 

counts of Possession of Child Pornography, each 

count carrying a possible prison term of up to two 

years.  The charges resulted from a shared investi-

gation between the South Burlington Police Depart-

ment and the state Internet Crimes Against Children 

(ICAC) Task Force.  Court papers allege that Gingras 

obtained child pornography over the Internet using 

peer-to-peer file sharing programs.  ` 

 

VIRGINIA 

 Attorney General Ken Cuccinelli joined Neal 

MacBride, U.S. Attorney for the Eastern District of 

Virginia, to announce that Christopher Wright pled 

guilty to one count of production of child pornogra-

phy.  An undercover FBI agent had detected Wright 

trading child pornography images over a peer-to-

peer network and obtained and executed a search 

warrant at his residence, where several computers 

and computer media were seized.  A forensic exami-

nation revealed that Wright had communicated with 

and distributed child pornography to underage boys 

over a webcam and had recorded sessions of mi-

nors engaged in sexual acts.  Thousands of movies 

and child pornography images were also recovered.  

Gene Fishel, Senior Assistant Attorney General and 

special Assistant U.S. Attorney, prosecuted the case 

on behalf of the U.S. 

 

WISCONSIN 

 Attorney General J.B. Van Hollen announced 

that Thomas Valley was charged with six counts of 

persuading a minor to engage in sexually explicit 

conduct for the purpose of producing a visual depic-

tion of the conduct.  The charges against him result-

ed from an investigation by Attorney General Van 

Hollen’s Division of Criminal Investigation, with pros-

ecution of the case assigned to Assistant U.S. Attor-

ney Elizabeth Altman.  The indictment seeks the for-

feiture of the equipment Valley allegedly used, in-

cluding cell phones, a video camera, a hard drive 

and computers.  If convicted, valley faces a manda-

tory minimum penalty of 15 years in prison  and a 

maximum penalty of 40 years in prison on each 

count.                        

  

CYBER NEWS BRIEFS 
 

POLL:  MORE FACEBOOK USE = LESS 

CONCERN ABOUT PRIVACY 

 The more people visit Facebook, the less 

concerned they are about invasion of privacy, ac-

cording to a USA Today/Gallop telephone poll of 

2,000 adults.  Only 26 percent of respondents who 

use Facebook at least daily said they were “very con-

cerned” about privacy, compared with 35 percent 

who use it at least once a week and 39 percent who 

use it less often.  Facebook has begun testing 

“Timeline,” a way to digitally map members’ entire 

online lives, and “Open Graph” applications that au-

tomatically share notices about websites visited and 

content accessed.  Yet, only 34 percent of survey 

respondents who use Facebook less than once a 

week were aware of these new features.  However, 

87 percent of those who use Facebook daily said 

they noticed the new features.  Of those who did, 56 

percent said they dislike them vs. 36 percent who 

liked them. Of those polled, 48 percent had a Face-

book page.  Of that group, 30 percent are on the site 

several times a day, while 29 percent say they visit 

the site at least once a day.     
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SURVEY: LAW SCHOOLS RESEARCH AP-

PLICANTS ONLINE 

 A survey by Kaplan Test Prep found that 41 

percent of law school admissions officials say they 

have researched an applicant using an online 

search engine, and 37 percent said they had looked 

up an applicant on Facebook or another social net-

working website.  Of those who researched appli-

cants, 32 percent said that they found information 

that hurt an applicant’s chances of admission.  

Kaplan sent the survey to 200 ABA-accredited law 

schools; 128 of them responded.  According to 

Kaplan Test Prep services, online research is less 

prevalent among admissions officers at undergradu-

ate and business schools.  Only 20 percent of under-

graduate admissions officers have Googled an appli-

cant, and 24 percent have visited an applicant’s Fa-

cebook page.  As to business school admissions of-

ficers, 27 percent have used an online search en-

gine to check out an applicant, and 22 percent have 

looked at social networking websites. 

 

FCC SHIFTS RURAL PHONE $$ TO 

BROADBAND 

 The Federal Communications Commission 

(FCC) voted unanimously to shift approximately $4.5 

billion spent annually to subsidize rural telephone 

service over to providing broadband in rural areas 

and areas costly to serve.  The broadband expansion 

to underserved areas could begin in early 2012, 

helping to bring high speed Internet to the 18 million 

Americans who have no access to broadband where 

they live and work.  The revised program would grad-

ually phase out funding for landline phone service 

as companies move to a competitive bidding pro-

cess for securing funds for broadband.  Companies 

now receiving phone service subsidies, which are 

paid through fees added to consumers’ telephone 

bills, would get first rights in some areas to receive 

support for providing broadband services.  The re-

vised plan would also eliminate spending on dupli-

cative services offered by several phone companies 

serving the same area.  As part of the changes, reg-

ulators are tweaking the complex system of pay-

ments among carriers to complete connections 

called intercarrier compensation, gradually reducing 

those per-minute charges.  Incumbent phone carri-

ers would be able to mitigate losses from reduced 

intercarrier revenues through a new access recovery 

charge which could cost up to $2.50 per month af-

ter five years.  This new Connect America Fund will 

have a firm $4.5 billion/year budget through 2017, 

the first budget constraint imposed on the universal 

service program.  Up to $2 billion would be available 

for small carriers serving rural areas; $1.8 billion for 

large and mid-sized carriers such as AT&T Inc., Veri-

zon Communications and CenturyLink, and $500 

million for mobile broadband.   

 

IT SURVEY:  RISKS IN SOCIAL MEDIA IN 

THE WORKPLACE    

 Many IT professionals find serious risks as-

sociated with enterprise use of social media, but 

only 29 percent think that their companies have ad-

equate protection, according to a survey by 

Ponemon.  The survey found that 85 percent of re-

spondents said it was acceptable to use social me-

dia tools to communicate with “friends” inside the 

company, and 55 percent said it was acceptable to 

use the technology to communicate with “friends” 

outside the company.  However, 63 percent of re-

spondents either agreed or strongly agreed that em-

ployees’ use of social media in the workplace repre-

sents a serious security threat to their organiza-

tions.  Respondents said the biggest risks come 

from employees downloading apps that may be lad-

en with malware, and 27 percent said these attacks 

increased by more than 51 percent.  Another risk 

cited by respondents came from unfettered content 

posting by employees.  As to technologies that are 

essential or very important for reducing the risks 
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caused by social media, more than one-half of re-

spondents named seven technologies:  anti-virus/

anti-malware (76 percent); endpoint security sys-

tems (74 percent); secure web gateways (73 per-

cent); identity and access management (66 per-

cent); mobile device management (60 percent); da-

ta loss prevention (52 percent); and network intelli-

gence (51 percent). Device-level encryption and en-

cryption solutions were each named by 45 percent.  

Respondents also noted that diminished employee 

productivity, data loss and exposure to inappropri-

ate data were also consequences of their organiza-

tions’ use of social media.  Additionally, 65 percent 

of respondents whose organizations have an ac-

ceptable use policy covering social media said the 

policy is either not enforced or they were unsure of 

whether their organizations enforce it.    

 

STUDY: BEWARE OF EMAILS FROM THE 

COPIER   

 Organizations should be wary of emails from 

an in-house printer, scanner or all-in-one device be-

cause they may be social engineering attacks, ac-

cording to a study from Symantec.  Cybercriminals 

have begun launching attacks by sending emails 

with a spoofed “from” line that reads as if it is a 

scan from the printer – featuring a semi-unique 

printer name followed by eight random digits.  They 

also spoof the originating domain to make it appear 

as if the message originated from inside the organi-

zation.  The message typically has attached mal-

ware, hidden inside zip files or executables dis-

guised as Microsoft Office documents.  The study 

also noted an increase in polymorphic malware – 

attack code that appears to be from delivery ser-

vices, such as UPS.  In addition, while spam in gen-

eral declined during the past month, there was a 

notable increase in pharmaceutical-related spam.  

The report may be accessed at  

http://www.symanteccloud.com/globalthreats/

overview/r_mli_reports. 

RESEARCH REPORT:  COPPA SHOULD 

BE CHANGED 

 The Children’s Online Privacy Protection Act 

(COPPA), which aims to protect the privacy of chil-

dren under 13 years of age, has instead resulted in 

millions of kids lying about their age in order to join 

Facebook, according to a report by Danah Boyd, a 

researcher at Microsoft Research New England and 

a fellow at Harvard University’s Berkman Center for 

the Internet and Society.  Facebook bans kids under 

13 years of age, which Boyd attributes to COPPA’s 

prohibition against collecting personal information 

from users 12 years of age and younger without 

their parents’ permission.  Boyd argues that many 

parents continue to help their children get around 

Facebook’s age limits because they want their chil-

dren to have access to the site.  Boyd surveyed 

1,000 parents of children of ages 10-14, finding 

that one in three surveyed said their children joined 

Facebook when they were younger than the age lim-

it.  Two-thirds of that group said they helped their 

children do so.  Additionally, 78 percent of all par-

ents surveyed said there are times when it’s permis-

sible for their children to join a site despite the age 

limit.  The report may be accessed at http://

www.uic.edu/htbin/cgiwrap/bin/ojc/index. 

 

      OREGON 1ST STATE TO USE IPADS 

FOR VOTING 

 Oregon became the first state to use iPads 

for voting during its special election in November, 

with 89 disabled residents using the program to cast 

their votes using the iPad instead of a paper ballot.  

Those voters were able to enlarge the font, tap on 

their selected candidate and print out a ballot to 

choose a nominee.  The state plans on using the 

iPads again in the January special election, but one 

of the goals of the program’s second phase is to 

download the ballot and related materials to the 

iPad in advance so that Internet connectivity isn’t 

http://www.symanteccloud.com/globalthreats/overview/r_mli_reports
http://www.symanteccloud.com/globalthreats/overview/r_mli_reports
http://www.uic.edu/htbin/cgiwrap/bin/ojc/index
http://www.uic.edu/htbin/cgiwrap/bin/ojc/index
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critical to the voting process.  Since many voters re-

side in rural areas, keeping the ballots permanently 

on the iPads would allow the program to expand 

statewide.  Oregon is also considering several op-

tions to physically bring the iPads to voters, includ-

ing allowing voters to use their own iPads or partner-

ing with organizations such as the League of Women 

Voters to bring them to voters.  Another glitch does 

not involve the iPad but occurs after officials print 

out the ballots because the paper cannot run 

through the vote tally machine.  Election workers 

had to duplicate each paper so it could be counted.  

Oregon is looking to test new technology that dupli-

cates the paper ballot automatically.  The last issue 

is a financial one:  the iPads are on loan from Apple 

through the January election; the state will need 72 

of them at a cost of $500 each, or $36,000.   

 

ALLIANCE OF 87 PROTESTS DOMAIN 

NAME EXPANSION  

 The Coalition for Responsible Internet Do-

main Oversight, an alliance of 87 business groups 

and companies, is protesting the planned almost 

limitless expansion in January 2012 of the 22 gener-

ic top-level domains, such as .com and .org.  The 

plan approved by the Internet Corporation for As-

signed Names and Numbers (ICANN) would allow 

general top-level registration of almost any word in 

any language.  On November 10, the coalition wrote 

to U.S. Department of Commerce Secretary John 

Bryson, copy to Congressional leaders, asking him 

and the National Telecommunications and Infor-

mation Administration to persuade ICANN to post-

pone its plan.  The coalition wants ICANN to first 

demonstrate that the plan would accomplish the fol-

lowing objectives:  enhance consumer trust; boost 

Internet security; create extensive economic bene-

fits across many sectors; and show that benefits will 

outweigh costs of the expansion.  Signatories to the 

letter include the Association of National Advertis-

ers, the Intellectual Property Owners Association, 

the American Intellectual Property Law Association, 

American Express, Ford Motor, General Electric and 

The Proctor & Gamble Co.      

 

SURVEY:  ONLINE SECURITY PERCEP-

TIONS DIFFER FROM REALITY 

 There is a clear disconnect between Ameri-

can’s perceptions of their online security practices 

versus their actual safety practices, according to the 

2011 National Cyber Security Alliance-McAfee 

Online Safety Study.  While 92 percent of Americans 

believe that a safe and secure Internet is crucial, 

and 81 percent want to learn more about being 

safe, the survey found that many Americans are not 

following safe online practices.  For example, the 

survey found that 70 percent of Americans say they 

represent their children’s primary source of infor-

mation for online safety, yet 48 percent of parents 

are not completely confident that their children can 

use the Internet safely.  The survey also found that 

20 percent of consumers never back up their data, 

and 12 percent only back up once a year.  Fifteen 

percent of Americans have never checked their so-

cial networking privacy and security account set-

tings.  According to the survey, only seven percent of 

U.S. parents are concerned about cyberbullying, 

even though the Pew Internet and American Life 

Survey found that 35 percent of teenagers have 

been victims of cyberbullying.  The study surveyed 

2,337 adults nationwide, and Zogby International 

was commissioned to analyze the results.  The com-

plete study results can be accessed at http://

staysafeonline.us1.list-manage2.com/track/click?

u=1cfc376f35e50eaea6eb1e0&id=b7da9b8405&e

=b8845d1659.        

 

DC COURT HAS NEW RULES ON ELEC-

TRONIC DEVICES 

 The District of Columbia Superior Court is-

sued an administrative order outlining official policy 

on the use of electronic devices in court.  Currently, 
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people are allowed to bring in cellphones, comput-

ers, tablets and MP3 players, but cameras and tape 

recorders must be left with court security.  The new 

order requires anyone entering a courtroom to turn 

off and put away any electronic devices.  The order 

does not apply to members of the D.C. Bar or other 

officials in court on business.  Members of the me-

dia can ask for an exemption from the judge.  The 

order formalizes rules that are already being unoffi-

cially enforced.  Anyone found using a device with-

out permission can be removed from the courtroom 

or courthouse and also faces civil or criminal con-

tempt sanctions.   

 

 And more court news… 

 

PA SUPREME COURT GETS TWITTER 

FEED 

 The Administrative Office of Pennsylvania 

Courts announced that the state Supreme Court has 

established a Twitter feed to “increase online ac-

cess to its rulings.”  The site will provide instant no-

tification of the online posting of most Supreme 

Court information, such as orders, new rules, opin-

ions and concurring and dissenting statements writ-

ten by the justices.  Any person can sign up to re-

ceive alerts from the court’s Twitter page, which can 

be accessed at http://twitter.com/SupremeCtofPA.  

“Follow Us on Twitter” links will also appear on the 

state court system’s web site which will link directly 

to the page.   

 

REPORT:  MOST COS. DOUBT ABILITY 

TO GET CLOUD PLATFORMS 

 Most businesses lack confidence in their 

ability to secure cloud infrastructures, according to 

a report entitled “Data Security in the Cloud: Survey 

of U.S. IT Operations, IT Security and Compliance 

Practitioners” released by the Ponemon Institute.  

Specifically, the survey found that more than one-

half of respondents believed that their organizations 

did not have adequate technologies to secure their 

cloud platforms.  Further, only one-third of IT securi-

ty practitioners believe that cloud infrastructure en-

vironments are as secure as on-premise datacen-

ters, while one-half of compliance officers think it is 

as secure.  The study also revealed that although 21 

percent of compliance officers said they are respon-

sible for defining security requirements, 22 percent 

of IT respondents think business unit leaders have 

that responsibility.  Additionally, the study found that 

less than one-third of respondents encrypt data in 

the cloud.  IT practitioners said encryption should be 

used to make data unreadable by cloud service pro-

viders, but compliance officers said it should be 

used to prevent IT administrators from accessing 

data that is not necessary for their jobs.   

 

ABA ISSUES OPINION ON THIRD PARTY 

EMAILS  

 The American Bar Association (ABA) pub-

lished Formal Opinion 11-460 to provide guidance 

on attorneys’ ethical duty upon discovering emails 

between a third party and the third party’s attorney.  

Specifically, the opinion addresses the situation in 

employment litigation when the attorney’s review of 

an employee’s workplace computer reveals poten-

tially privileged emails between the employee and 

his or her attorney.  The question posed by the opin-

ion was whether the employer’s counsel has any le-

gal or ethical duty to inform opposing counsel.  The 

ABA found no duty existed, concluding that Model 

Rule 4.4(b) is inapplicable because it only addresses 

emails inadvertently sent.  The opinion explains that 

courts may impose disclosure obligations pursuant 

to their supervisory authority, and the rules of civil 

procedure, discovery, statutory or case law in a par-

ticular jurisdiction may require notification and re-

turn of the emails.  Further, the opinion states that 

the best practice may often be to give notice to the 

adversary and obtain a judiciary ruling as to the ad-

missibility of the employee’s attorney-client commu-

http://twitter.com/SupremeCtofPA
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nications before relying on them and before attorney 

review.  Finally, the opinion notes that attorneys 

need to explain the implications and alternatives of 

disclosure of the emails to their client.  The Opinion 

may be accessed at 

 http://www.ediscoverylawalert.com/uploads/

file/ABAOpinion11.pdf. 

 

Ed. Note:  This Opinion conflicts with the New Jersey Su-

preme Court’s decision in Stengart v. Loving Care Agency, Inc., 

990 A.2d 650 (2010) holding that defense counsel violated 

New Jersey RPC 4.4(b), which is substantially similar to Model 

Rule 4.4(b), by not setting aside and notifying opposing coun-

sel of their possession of emails between Stengart and her 

counsel, which were obtained through a forensic image of 

Stengart’s work laptop.   

 

GOOGLE SEES INCREASE IN GOVT  

DATA REQUESTS 

 Google issued a report providing information 

that demonstrates an increase in government re-

quests for Google user data.  Specifically, it shows 

5,950 user data requests from January through June 

2011, an increase of more than 29 percent com-

pared to the 4,601 user data requests in the July 

through December 2010 period.  As to compliance, 

Google stated that it provided the information in 93 

percent of the cases, a one percent drop from the 

previous six-month reporting period.  Google also 

reported that requests from the federal government 

for the removal of content on Google-operated web-

sites also increased compared to the previous re-

porting period, rising from 54 in the second half of 

2010 to 92 in the first half of 2011.  However, 

Google removed content in response to only 63 per-

cent of requests during the first half of 2011, down 

from 87 percent in the second half of 2010.  The 

Google Transparency Report may be accessed at 

http://www.google.com/transparencyreport/. 

 

 

 

 

IN THE COURTS 

 

TEXTING WHILE DRIVING:  CAR AT 

TRAFFIC LIGHT 

The People v. Nelson, 2011 Cal. App. LEXIS 

1424 (November 14, 2011).  The California Court of 

Appeal (1st) affirmed the lower court judgment that 

defendant was guilty of texting while driving.  Carl 

Nelson was observed using a wireless phone in his 

car as he waited at a red traffic light.  The phone 

was not configured for hands-free conversation.  

Nelson was found guilty of violating the vehicular 

code in the Superior Court of Contra Costa County, 

later affirmed by their appellate division.  Nelson 

appealed, arguing that he was not “driving” because 

his car was stopped during his use of the phone.  He 

relied on the state Supreme Court’s determination 

in Mercer v. Department of Motor Vehicles 

(prohibiting driving under the influence) that the 

term “drive” as used in that code requires proof of 

volitional movement.  The Court of Appeal, however, 

concluded that the legislature intended that code 

section to apply to persons driving on the public 

roads who, like Nelson, might pause momentarily to 

comply with the rules of the road.  There was proof 

of volitional movement of Nelson’s car, since he 

moved it immediately before and after his brief 

pause at the light.  Therefore, the court found he 

violated the statute and affirmed the judgment. 

Ed. Note:  This case was handled on appeal by Gerald Eng-

ler, Senior Assistant Attorney General;  Eric Share, Supervising 

Deputy Attorney General; and Michael Banister, Deputy Attor-

ney General.  

 

KEYLOGGER SOFTWARE: VIOLATION 

OF FEDERAL WIRETAP ACT 

Rene v. G.F. Fishers, Inc., 2011 U.S. Dist. LEXIS 

105202 (SD Ind. September 16, 2011).  The U.S. 

District Court for the Southern District of Indiana 

http://www.ediscoverylawalert.com/uploads/file/ABAOpinion11.pdf
http://www.ediscoverylawalert.com/uploads/file/ABAOpinion11.pdf
http://www.google.com/transparencyreport/
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ruled that  keylogger signals were not “electronic 

communications” under the Federal Wiretap Act 

(FWA).  Lisa Rene’s employer, G.F. Fishers, prohibit-

ed personal use of its computers, but allowed Rene 

to access her personal e-mail and checking ac-

counts.  Rene was later notified that the company 

had installed keylogger software on the computer.  

The company accessed her accounts by acquiring 

the passwords from the keylogger software and re-

viewed and discussed the contents.  Rene com-

plained and was fired for “poor performance.”  She 

sued the company, alleging violations of the FWA, 

the Stored Communications Act (SCA) and the Indi-

ana Wiretap Act (IWA).  The company moved to dis-

miss.  The district court found that the intercepted 

keystrokes were not “electronic communications” 

under the FWA, so they could not be “intercepted.”  

However, the court found that Rene had established 

a claim under the SCA and the IWA.  The court grant-

ed the motion as to the FWA, but denied it as to the 

SCA and the IWA. 

 

SENTENCING ENHANCEMENT:  

“DISTRIBUTION TO A MINOR”  

U.S. v. Fulford,  2011 U.S. App. LEXIS 22798 

(11th Cir. November 14, 2011).  The 11th Circuit 

Court of Appeals disagreed with the lower court find-

ing that the actual age of the recipient of child por-

nography did not matter as long as the defendant 

believed the recipient to be a minor.  David Fulford 

appealed from the U.S. District Court for the South-

ern District of Alabama, which applied the 

“distribution to a minor” five-level enhancement to 

his sentence for distribution of child pornography.  

Fulford argued that the government had failed to 

prove that at least one of the people to whom he 

sent child pornography was a minor, and thus the 

enhancement did not apply.  The 11 th Circuit agreed, 

finding no statutory basis for  the district court’s 

premise that the actual age of the recipient did not 

matter so long as the defendant believed the recipi-

ent was a minor.  The court noted that the district 

court made no findings about the recipient’s age. 

The appeals court vacated Fulford’s sentence and 

remanded the case for a finding as to whether the 

government had proven by a preponderance of the 

evidence that at the time Fulford sent the child por-

nography the recipient was under 18 years of age.  

 

CHILD PORNOGRAPHY TRIAL: ADMIS-

SION OF UNCHARGED VIDEOS    

U.S. v. Loughry, 2011 U.S. App. LEXIS 20599 (7th 

Cir. October 11, 2011).  The 7th Circuit Court of Ap-

peals ruled that the lower court had erred in admit-

ting highly prejudicial videos.  Roger Loughry partici-

pated in an online depository of child pornography.  

He was convicted in the U.S. District Court for the 

Southern District of Indiana of advertising and con-

spiracy to advertise child pornography and of distrib-

uting and conspiracy to distribute child pornography.  

He appealed, arguing that the district court had al-

lowed the government to show the jury several un-

charged videos of hard core pornography found in 

his home.  The 7th Circuit found that the district 

court had failed to review the videos before they 

were admitted into evidence and instead relied in-

stead on the parties’ descriptions, which were insuf-

ficient for the court to balance the evidentiary fac-

tors.  The 7th Circuit found the videos to be highly 

inflammatory and that they had minimal probative 

value.  The district court’s errors were not harmless 

because the other evidence against Loughry was far 

from overwhelming.  The district court’s judgment 

was reversed and remanded for further proceedings.     

 

SEARCH OF SEIZED PROPERTY: SUB-

SEQUENT PROSECUTION:     

People v. DeProspero, 2011 N.Y. App. Div. LEXIS 

8272 (November 18, 2011).  The New York Su-

preme Court, Appellate Division, held that defend-

ant’s subsequent prosecution for predatory sexual 
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assault against a child was valid because it was 

based on a separate criminal transaction. Police 

seized Stephen DeProspero’s computer and digital 

cameras pursuant to a warrant.  The prosecutor mis-

takenly believed that the devices contained only one 

image of child pornography and offered DeProspero 

a plea bargain, which he accepted.  After DePros-

pero pled guilty to possessing a sexual performance 

by a child and was sentenced, his attorney request-

ed the return of the seized devices.  While examin-

ing the computer and cameras to ensure they con-

tained no contraband, an investigator found porno-

graphic images of DeProspero and a child.  DePros-

pero was charged with predatory sexual assault 

against a child and four counts of first degree crimi-

nal sexual conduct.  DeProspero moved to suppress 

the evidence recovered from his computer and cam-

eras, which was denied.  He pled guilty and then ap-

pealed. The appellate court found that his subse-

quent prosecution was not barred because it was 

based on separate criminal transactions.  The court 

also held that the delay in searching his devices was 

not unreasonable and that police had an obligation 

to search the computers and camera for contraband 

before returning them.  The court found that police 

were not required to obtain a new search warrant 

before searching property that had been seized pur-

suant to a warrant.  The judgment was affirmed.     

 

ADMISSIBILITY:  GPS EVIDENCE   

In the Matter of Cunningham v. N.Y. State Dept. 

of Labor, 2011 N.Y. App. Div. 8335 (November 23, 

2011).  The New York Supreme Court, Appellate Divi-

sion, found that evidence from a GPS placed on de-

fendant’s car was admissible.  The New York State 

Department of Labor suspected that employee Mi-

chael Cunningham was taking unauthorized absenc-

es from work as well as falsifying time records.  The 

agency referred the matter to the Office of the In-

spector General (OIG), which placed a GPS device on 

Cunningham’s vehicle.  Based on information from 

the GPS and other evidence, the agency brought a 

disciplinary proceeding against Cunningham.  Cun-

ningham was found guilty of misconduct and his em-

ployment was terminated.  Cunningham sought re-

view of the case, challenging the admission of the 

GPS evidence.  The appellate court found that the 

GPS was significant to the charges, and that the OIG 

had reasonable grounds to suspect Cunningham 

and did not act unreasonably in attaching the GPS 

device on his vehicle.  The determination was con-

firmed, and Cunningham’s petition was dismissed.  

Ed. Note:  Kate Nepveu of the Office of the New York Attor-

ney General represented the agency.           

 

ADMISSIBILITY:  STATEMENTS MADE 

DURING SEARCH  

U.S. v. Perrin, 2011 U.S. App. LEXIS 21836 (8th 

Cir. October 28, 2011).  The 8th Circuit Court of Ap-

peals found that defendant was not in custody when 

questioned, so Miranda warnings were not required.  

Walter Perrin moved to suppress statements that he 

made to an immigration agent during a search of his 

house in which he admitted that he possessed child 

pornography.  The U.S. District Court for the District 

of South Dakota denied the motion, so Perrin pled 

guilty and reserved the right to appeal the suppres-

sion ruling.  On appeal, the issue before the 8 th Cir-

cuit was whether Perrin was in custody when he was 

questioned and confessed to the agent without first 

being given Miranda warnings.  If so, then his state-

ments would be inadmissible.  The court found that 

Perrin had not been arrested nor was he restrained 

to the point where he did not feel free to leave.  The 

court noted that prior to his questioning, the agent 

told Perrin that he could leave and did not have to 

answer questions if he stayed.  The overwhelming 

police presence and Perrin’s substandard intelli-

gence were not enough to establish that he was in 

custody, and a reasonable person would have felt 

free to go.  Therefore, no Miranda warnings were 

required, and the conviction was affirmed.      



CYBERCRIME NEWSLETTER  NOVEMBER-DECEMBER 2011 

15 

LEGISLATIVE NEWS 
 

Wireless Taxes 

 On November 1, the U.S. House passed H.R. 

1002, a bill sponsored by Representative Zoe 

Lofgren (D-CA) that would prohibit state or local gov-

ernments from imposing any new discriminatory tax 

on mobile services, providers or property for five 

years from enactment.  The bill also authorizes a 

study to determine the extent to which such taxes 

impact the costs consumers pay for such services.  

The bill has been forwarded to the Senate Commit-

tee on Finance. 

 

Online Piracy 

 On December 16, the House Judiciary Com-

mittee held a mark-up session on HR 3261, a bill 

sponsored by Representative Lamar Smith (R-TX), 

that would authorize the U.S. Attorney General to 

seek a court order against a U.S.-directed but for-

eign-based Internet site committing or facilitating 

online piracy to cease and desist further activities.  

It would also require Internet service providers, 

search engines, payment network providers and ad-

vertising services, upon receipt of such an order, to 

carry out preventive measures, including withholding 

services from such a site. The bill also provides a 

process for an intellectual property right holder to 

commence an action for limited injunctive relief 

against such a site.  Also, it expands the offense of 

criminal copyright infringement to include public per-

formances of copyrighted work by digital transmis-

sion and by making such work available on a com-

puter network.   

 

ICAC Training    

 On November 17, Representative Reid Ribble 

(R-WI) introduced HR 3470, a bill that would express 

the sense of Congress that 1) deviating from the 

competitive open grant process for the Internet 

Crimes Against Children (ICAC) grant program train-

ing and putting arbitrary limits on the amount of 

training conducted by certain providers is anti-

competitive, and 2) the U.S. Attorney General should 

administer the Program training grants without arbi-

trary limitations and should prioritize cost, quality 

and proven training results.  The bill would also 

amend the PROTECT Act to repeal the provision pro-

hibiting the Attorney General from awarding any one 

entity other than a law enforcement agency more 

than $2,000,000 annually to conduct training for 

ICAC Task Forces. The bill has been referred to the 

House Judiciary Subcommittee on Crime, Terrorism 

and Homeland Security.   

 

Cybersecurity   

 On November 30, Representative Mike Rog-

ers (R-MI) introduced HR 3523, a bill that would au-

thorize procedures to be established to allow the 

intelligence community to share cyber threat infor-

mation with members of the private sector who have 

received security clearance.  The bill would preempt 

any state statute which prohibits or seeks to regu-

late such activity.  It has been referred to the House 

Committee on Intelligence. 

     

   NEW RESOURCES 

Materials from the OJJDP National 

Conference 

The conference program, grantee meeting mate-

rials and learning lab materials from the 2011 Of-

fice of Juvenile Justice and Delinquency Prevention 

(OJJDP) National Conference, “Children’s Justice & 

Safety:  Unite, Build, Lead,” are available online at  

 h t t p s : / / w w w . n t t a c . o r g / i n d e x . c f m ?

event=workshopsconferences.pastconferences. 

https://www.nttac.org/index.cfm?event=workshopsconferences.pastconferences
https://www.nttac.org/index.cfm?event=workshopsconferences.pastconferences
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Children Exposed to Violence      

The November issue of the Office for Victims of 

Crime (OVC) newsletter, “OVC News & Program Up-

dates,” highlights the impact of child identity theft 

and child exploitation.  It can be accessed at http://

www.ovc.gov/news/programupdates.html. 

 

SAVE THE DATE 

 “Interactive Devices,” the next in our series 

of webinars, under the partnership between the Na-

tional Association of Attorneys General Training and 

Research Institute (NAGTRI) and the National Center 

for Justice and the Rule of Law (NCJRL) at the Uni-

versity of Mississippi School of Law, will take place 

on Wednesday, February 1, at 3 pm EST.  Additional 

information and registration materials will be availa-

ble shortly.  Please note:  1) this is a basic course; 

and 2) not all state bars accept webinars for CLE 

credit; please check with the bar in your jurisdiction. 

     

    

http://www.ovc.gov/news/programupdates.html
http://www.ovc.gov/news/programupdates.html

